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Konfigurasi NAT di Packet Tracer

1) Konfigurasi NAT Static
· [image: ]Gambar topologi jaringan 








· Setting nat static di NAT
[image: ]
Berikut konfigurasi router NAT untuk mengeset nat static:
Router#config term
Router(config)#ip nat inside source static 192.168.1.10 200.200.200.10 
Router(config)# ip nat inside source static 192.168.1.20 200.200.200.20 
Router(config)# ip nat inside source static 192.168.1.30 200.200.200.30

· Setting nat inside dan outside di interface NAT
[image: ]
Berikut konfigurasi router NAT untuk mengeset nat inside dan outside di interface NAT:
Router(config)#int fa0/0
Router(config-if)#ip nat outside 
Router(config-if)#exit
Router(config)#int fa1/0
Router(config-if)#ip nat inside
Router(config-if)#exit
· Setting default route di NAT
[image: ]
Berikut konfigurasi router NAT untuk mengeset default route di NAT:
Router# config term
Router(config)#ip route 0.0.0.0 0.0.0.0 200.200.200.2 
Router(config)#exit
Router# show ip route 
[image: ]
· [image: ]Hasil Ping dari PC0,1,2 -> server







· Hasil show ip route di NAT
[image: ]

· Hasil show ip nat translations dan show ip nat statistics di NAT
[image: Sebuah gambar berisi teks
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· Save file anda dengan nama : static-nat.pkt. File ini dikumpulkan beserta laporan

File .pkt yang menyatakan topology diatas dapat diunduh melalui link berikut:
https://drive.google.com/drive/folders/15m2iC-7LypaeMtwgUIsnxipyaW_I3Itu
*nama file .pkt => configStaticNAT.pkt

2) Konfigurasi NAT Dynamic
· [image: ]Gambar topologi jaringan 









· Setting NAT (access-list,pool,nat dinamis, nat inside dan nat outside) 
Router(config)# access-list 1 permit 192.168.1.0 0.0.0.255
Router(config)# ip nat pool FILTER 200.200.200.10 200.200.200.11 netmask 255.255.255.0
Router(config)# ip nat inside source list 1 pool FILTER
Router(config)#int fa0/0
Router(config-if)#ip nat outside 
Router(config-if)#exit
Router(config)#int fa1/0
Router(config-if)#ip nat inside
Router(config-if)#exit
· Setting default route di NAT
Router(config)#ip route 0.0.0.0  0.0.0.0  200.200.200.2
Router(config)#exit
Router#show ip route
[image: Sebuah gambar berisi teks
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· Hasil Ping dari PC0,1,2..8 -> server
[image: Sebuah gambar berisi teks
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Hasilnya saat dilakukan ping yang berhasil hanya dua pc yang lain gagal, hal ini dikarenakan ip local yang ditranslasi ke ip global hanya dua saja.
· Hasil show access-lists 
[image: ]
· Hasil show ip route di NAT
[image: ]
· Hasil show ip nat translations dan show ip nat statistics di NAT
[image: ]
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· Save file anda dengan nama : dynamic-nat.pkt. File ini dikumpulkan beserta laporan
File .pkt yang menyatakan topology diatas dapat diunduh melalui link berikut:
https://drive.google.com/drive/folders/15m2iC-7LypaeMtwgUIsnxipyaW_I3Itu
*nama file .pkt => configDynamicNAT.pkt

3) Konfigurasi PAT

· [image: ]Gambar topologi jaringan 








· Setting access-list di router NAT

Router#conf t
Router(config)#access-list 1 permit 192.168.1.0 0.0.0.255

· Membuat pool di router NAT

Router(config)# ip nat pool BLOCK 200.200.200.10 200.200.200.11 netmask 255.255.255.0

· Konfigurasi NAT Overload / PAT

Router(config)# ip nat inside source list 1 pool BLOCK overload

· Setting nat inside dan outside

Router(config)#int fa0/0
Router(config-if)#ip nat outside 
Router(config-if)#exit
Router(config)#int fa1/0
Router(config-if)#ip nat inside
Router(config-if)#exit

· Setting default route di router NAT

Router(config)# ip route 0.0.0.0 0.0.0.0 200.200.200.2 

· Ping ke Server
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Hasilnya saat semua pc ping ke server maka hasilnya berhasil semua, hal ini karena semua ip local ditranslasi ke satu ip global secara dinamis.
· Checking NAT 
[image: ]
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· Save konfigurasi Router

File .pkt yang menyatakan topology diatas dapat diunduh melalui link berikut:
https://drive.google.com/drive/folders/15m2iC-7LypaeMtwgUIsnxipyaW_I3Itu
*nama file .pkt => configPAT.pkt

Konfigurasi Port Address Translator

Langkah awal
1. Login ke Mikrotik
2. Reset dulu konfigurasi mikrotik anda 
3. Konekkan port 1 ke LAN anda
4. Konekkan port 2/3/4 ke PC anda. Cukup pilih satu saja. 
     Disini digunakan port 2, namun anda bebas memilih port lain selain port 1

Set DHCP Client
· Karena LAN menggunakan DHCP, maka mikrotik harus diset sebagai DHCP Client 
· Klik IP
· Klik DHCP Client 
· Klik + di Tab DHCP Client
· Pada New DHCP Client, pilih interface : ether1
· Klik Apply
· Klik OK
· Port1 akan mengambil nomor IP dari DHCP Server. 
· Nampak port1 menggunakan IP 192.168.44.191/24[image: ]

2. Set IP Address di Port2/3/4
· Klik IP
· Klik Addresses
· Pada Address List, klik +
· Untuk Address, masukkan nomor IP untuk port yang terkoneksi ke PC. 
   Address : 192.168.254.1/24
· Klik Apply
· Begitu anda mengklik Apply, nomor network akan tertulis otomatis

· Masukkan interface yang digunakan untuk konek ke PC. 
· Di contoh digunakan port 2. Sesuaikan port, jika anda menggunakan port yang berbeda
· Klik OK
· Di Address List, anda dapat mengecek bahwa mikrotik anda telah diset dengan nomor IP baru di  port 2[image: ]

3. Konfigurasi SNAT
· Pda dasarnya mikrotik telah mengeset SNAT secara default
· Jika anda ingin membuat SNAT sendiri, pastikan anda telah melakukan setting dengan cara berikut 
· Klik IP
· Klik Firewall
· Buka Tab NAT
[image: ]
· Klik srcnat jika telah ada
· Jika belum klik +
· Pada Tab General 
   Cek 
   Chain : srcnat
   Out Interface : ether1
   Klik Apply dan Klik OK
· Pada Tab Action 
   Action: Masquarade
   Klik Apply dan Klik OK
[image: ]
4. Setting TCP/IP di PC
· Karena kita menggunakan setting IP secara static, maka kita harus memasukkan IP, netmask, gateway dan DNS
· Di PC, buka Settings,  klik Change Adapter Options di Advance Network Settings
· Klik Ethernet
· Pada tab Ethernet Status, klik Properties
· Klik Internet Protocol Version 4 (TCP/IPv4)
[image: ]
· Masukkan parameter TCP/IP yang diperlukan 
· IP Address
· Subnetmask
· Default gateway
· Preferred DNS Server
· Alternate DNS Server 
· Klik OK
[image: Sebuah gambar berisi teks
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5. Cek ipconfig/all di PC
· Lakukan Ipconfig untuk mengecek parameter TCP/IP yang baru kita masukkan
[image: ]
6. Kosongkan cache dan history Browser

7. Testing di PC dengan membuka Web
· Sekarang buka website local PENS
· Misal www.pens.ac.id dan lecturer.pens.id
· Jika berhasil, berarti snat anda telah berhasil 
[image: ]
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icmp 200 200200 10:325152 163 1 10:325 152 163 100.2:325 152 163 100.2:325
demp 200.200.200.10:330152 163 1 10:330  152.1€3.100.2:330 152163 109.2:330
icmp 200.200.200.10:331152 163 1 10:331  152.163.109.2:331 152 163 109 2:331
dcmp 200.200.200.10:332152 163 1 10:332  152.163.100.2:332 152163 100 2:332
domp 200.200.200.10:333152 163 1 10:333  152.163.100.2:333 152163 109.2:333
icmp 152.1€5.100.2:33¢ 152 1€5.100.2:334
demp 200200 200/10:335152 11631 10 152.1¢81100.2:335 152 1¢8.100.2:335
iomp 200 200 200 10:33¢152 163 1 10:33¢ 152 163 100 2:33¢ 152 163 100.2:33¢
dcmp 200.200.200.10:337152 163 1 10:337 152163 100 2:337 152163 100 2:337
domp 200200 200.10:338152 163 1 10:335  152.163.100.2:338 152163 100.2:338
domp 200 200200 10:335152 163 1 10:335 152163 100.2:335 152163 100.2:335
dcmp 200.200.200.10:340152 1163 1 10:340  152.163.100.2:340 152163 100 2:340
dcmp 200.200.200.10:341152 163 1 10:341 152 163,100 2:341 152 163 100 2:341
domp 200 200.200.10:342152 163 1 10:342 152 163,100 2:342 152163 100.2:342
icmp 152.1€5.100.2:383 152 1€5.100.2:343
dcmp 200.200.200/10:344152 1163110 152.1¢.100.2:348 152 1¢8.100.2:344
dcmp 200.200.200.10:345152 163 1 10:345 152163 100.2:345 152163 100.2:345
icmp 200 200 200 10:34€152 163 1 10:34€ 152 163 100 2:34€ 152163 100 2:34€
domp 200.200.200.10:347152 163 1 10:347  152.163.100.2:347 152163 100.2:347
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iemp 200200 200.10:328152 11651 10: 152.1¢.100.2:328 152 1¢8.100.2:328
dcmp 200200 200.10:329152 11631 10 152.1¢8.100.2:325 152 1¢8.100.2:325
demp 200.200.200.10:330152 163 1 10:330  152.1€3.100.2:330 152163 109.2:330
icmp 200.200.200.10:331152 163 1 10:331  152.163.109.2:331 152 163 109 2:331
dcmp 200.200.200.10:332152 163 1 10:332  152.163.100.2:332 152163 100 2:332
domp 200.200.200.10:333152 163 1 10:333  152.163.100.2:333 152163 109.2:333
domp 200.200.200.10:334152 163 1 10:334 152163 100 2:334 152163 100 2:334
domp 200.200.200.10:335152 163 1 105335 152163 100.2:335 152163 109.2:335
iomp 200 200 200 10:33¢152 163 1 10:33¢ 152 163 100 2:33¢ 152 163 100.2:33¢
icmp 152.15.100.2:337 152 1€5.100.2:337
demp 200.200.200.10:338152 11631 10 152.1¢a.100.2:338 152 1¢8.100.2:338
domp 200 200200 10:335152 163 1 10:335 152163 100.2:335 152163 100.2:335
dcmp 200.200.200.10:340152 1163 1 10:340  152.163.100.2:340 152163 100 2:340
dcmp 200.200.200.10:341152 163 1 10:341 152 163,100 2:341 152 163 100 2:341
domp 200 200.200.10:342152 163 1 10:342 152 163,100 2:342 152163 100.2:342
domp 200200 200.10:343152 163 1 10:343  152.163.100.2:343 152163 100.2:343
domp 200.200.200.10:344152 163 1 10:344 152163 100.2:344 152163 100 2:344
dcmp 200.200.200.10:345152 163 1 10:345 152163 100.2:345 152163 100.2:345
icmp 152.1€5.100.2:386 152 1€5.100.2:34¢
demp 200.200.200.10:347152 11631 10 152.1¢8.100.2:347 152.1¢8.100.2:347

Routersshow ip mat stavistics
Total cramslacions: 115 (0 stavic, 115 dynamic, 115 excended)
Outside Interfaces: FastZthernecd/o
Inside Tncerfaces: FascEchernetl/0
Hits: 202 Misses: 1013
Supired cranslacions: €3¢
Dynamic mappings:
- Inside Soures
access-lisc 1 pool FILTER refCouns 115
pool FILTEA: mecmask 255.255 255.0
=tarc 200.200.200.10 end 200.200.200.11
<ype gemeric, total addresses 2 , allocated 1 (50%), misses 204
Rouvers v
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Physical  Confg _Deskiop  Programming  Afributes.

fcommana prompt

Cisco Packet Tracer PC Command Line 1.0 [ —————
C:\>ping ¢ 152.1€5.100.2 bytes:

byces:
Pinging 152.168.100.2 with 32 bytes of data. bytes:

Physical  Confg _Deskiop  Programming  Afributes.

byces:
Reply from 152.168.100.2: byte: bytes:

Reply from 152.1€8.100.2: byces=32 time=lms TTL=254 -

Phy; config kiop_ Programming

fcommana prompt

Physical Desitop  Programming  Aftributes.

152,168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168
152168

Tri-2ss
Tri-2ss
T
T
T
T
T
T

Tri=2ss
“ime=loms TTL=254
“ime<lms TTL-
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Physical  Config _CLI_ Afibutes

10 Command Line iterface

CINEFROTo-S-USSoNTT Tine peovessl on Inerface FRseEchemnecl/U, changed Seave 5 up

Routersen
Routersshow ip nat translavions
Pzo Inside globsl  Inside local Outside local Ousside global

Somp 200.200.200.10:1024152 1601 40:150  152.1¢0.100.2:150 152.1¢8.100.2:1024
Scmp 200.200.200.10: 1025152 1€6.1.30:147  152.1¢0.100.2:147 1s2.1¢0.100.2:102
Scmp 200,200,200 10: 1026152 1¢6.1 €0-132 152,10 100 2:132 1s2.1¢e.100.2:102¢
Scmp 200.200.200.10:1027152 1€6.1.30:150 152,10 100.2:150 1s2.1¢8.100.2:1027
Scmp 200.200.200.10: 1020152 1€6.1.70:123  1s2.1¢0.100.2:123 1s2.1¢0.100.2:1028
Scmp 200.200.200.10: 1025152 1€0.1.70:124 152,10 100.2:124 1s2.1¢6.100.2:1025
Scmp 200.200.200.10:1030152 1¢6.1.70:125  152.1¢0 100 1520168 100 211030
Scmp 200.200.200.10:1031152 1¢6.1.70:12¢  152.1¢0 100 1520168 100 2:2081
Scmp 200.200.200.10:1032152 1€6.1.70:127  152.1¢0.100.2:127 1s2.1¢8.100.2:1032
Scmp 200.200.200.10:1033152 1€0.1.40-147 152,10 100.2:147 1s2.1¢0.100.2:1033
Scmp 200.200.200.10:1034152 1¢6.1 40-142 152,10 100 2:149 1s2.1¢8.100.2:1034
Scmp 200.200.200.10:1035152 1¢0.1 40-145 152,10 100 2:145 1s2.1¢e.100.2:1035
Scmp 200.200.200.10: 1036152 1€6.1 40-150 152,10 100.2:150 1s2.1¢e.100.2:103¢
Scmp 200.200.200.10:1037152 1¢6.1.40-151  1s2.1¢0 100 1520168 100 2:2037
Scmp 200.200.200.10: 1030152 1€6.1.40-152 152,10 100 2152 1s2.1¢e.100.2:1038
Scmp 200.200.200.10: 1035152 1¢6.1.40-153  1s2.1¢0 100 1520168 100 2:2035
Scmp 200.200.200.10- 1040152 1¢0.1.40-156  1s2.1¢0 100 1520168 100 2:1040
Scmp 200.200.200.10: 1041152 1€6.1.20:102  152.1¢0 100 2152 1s2.1¢e.100.2:1041
Scmp 200.200.200.10: 1042152 1€0.1.30-164 152,10 100 216 1s2.1¢0.100.2:1042
Scmp 200.200.200.10: 1043152 1€6.1.70:137  1s2.1¢0.100.2:137 1s2.1¢0.100.2:1043
Scmp 200.200.200.10: 1044152 1¢6.1.30:165 152,10 100 2165 1s2.1¢0.100.2:1044
Scmp 200.200.200.10: 1045152 1¢6.1.70:138  152.1¢0.100.2:135 1s2.1¢0.100.2:1045
Scmp 200.200.200.10- 1046152 1¢0 1 30-1¢€  1s2.1¢0 100 1520168 100 2.204¢
Scmp 200.200.200.10:1047152 1€6.1.40-158 152,10 100.2:150 1s2.1¢6.100.2:1047
Scmp 200.200.200.10- 1040152 1¢6.1.20-108  152.1¢0 100 1520168 100 211048
Scmp 200.200.200.10: 1045152 1¢6.1.70:142  152.1¢0 100 1520168 100 2:2045
Scmp 200.200.200.10:1050152 1¢6.1.20:105  152.1¢0 100 2185 1s2.1¢6.100.2:1050
Scmp 200.200.200.10:1051152 1¢6.1.70: 143 152.1¢0.100.2:143 1s2.1¢6.100.2:1051
re |

Copy.
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T 200 20 P DI T T T IS T e T IS TN T ’
iemp 200200 2001071032152 1165.1.70:127 152163 100.2:127 152165100

iemp 200.200 2001071033152 1651 40:147 152165 100 2:147 152165 100

domp 200.200.200/10:1034152 163 1 407145 152 163 100 2:145 152 163 100 2:1034
iomp 200200200 10:1035152 163 1 40:145 152163 100 2:145 152 163 109 2:1035
icmp 200200 200 10:103€152 163 1 40:150 152163 100 2:150 152 163 100 2:103¢
icmp 200.200.200.10:1037152 163 1 40:151 152163 100 2:151 152.1€3 109 2:1037
icmp 200200200 10:1038152 163 1 40:152 152163 100 2:152 152163 109 2:1038
omp 200200 2001071039152 163 1 40:153 152163 100 2:153 152165 100

iomp 200200200 10:1040152 163 1 40:154 152163 100 2:154 152 163 100.2
iemp 200200 200 1071041152 163 1 207182 152163 100 2:182 152.165.100

domp 200.200 200 1071042152 163 1 30:164 152163 100 2:164 152165 100

domp 200.200.200.10:1043152 163 1.70:137 152163 100 2:137 152163 100 2:1043
iomp 200.200.200.10:1044152 163 1 30:165 152 163 100 2:165 152 163 100 2:1044
iomp 200200200 10:1045152 163 1.70:135 152163 100 2:135 152163 100 2:1045
icmp 200.200 200 10:104€152 163 1 30:166 152 163 100 2:16€ 152 163 100 2:104€
icmp 200.200.200 10:1047152 163 1 40:158 152163 100 2:158 152163 100 2:1047
iomp 200200 200 1071048152 163 1 20:185  152.163.100.2:185 152165 100

domp 200 200 200 10:1045152 163 1.70:142 152163 100 2:142 152 163.100.2
omp 200200 200 1071050152 163 1 207185 152163 100.2:185 152165100

dcmp 200200 200 1071051152 163.1.70:143 1521631002 152 168 100
Routersshow ip mat stavistics

Total cranslacions: 354 (0 stavic, 354 dynamic, 354 exvended)

Outside Interfaces: FastZthernetd/o

Inside Tncerfaces: FastEchernetl/0

Hits: 1563 Misses: 1570

Sxpired vranslacions: 1216

Dynamic mappings:

- Inside Soures

access-lisc 1 pool BLOCK refCounc 354

Bool BLOCK: necmask 255.255.255.0

tarc 200.200.200.10 end 200.200.200.11
<ype gemeric, total addresses 2 , allocated 0 (0%), misses 0
Routers v
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