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[Teori 01] Analisis IP header
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1. Select the first ICMP Echo Request message sent by your computer, and expand 
the Internet Protocol part of the packet in the packet details window. 
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What is the IP address of your computer?
192.168.100.140
2. Within the IP packet header, what is the value in the upper layer protocol field?

3. How many bytes are in the IP header? How many bytes are in the payload of the 
IP datagram? Explain how you determined the number of payload bytes.
4. Has this IP datagram been fragmented? Explain how you determined whether or 
not the datagram has been fragmented.
Next, sort the traced packets according to IP source address by clicking on the Source
column header; a small downward pointing arrow should appear next to the word Source. 
If the arrow points up, click on the Source column header again. Select the first ICMP 
Echo Request message sent by your computer, and expand the Internet Protocol portion 
in the “details of selected packet header” window. In the “listing of captured packets” 
window, you should see all of the subsequent ICMP messages (perhaps with additional 
interspersed packets sent by other protocols running on your computer) below this first 
ICMP. Use the down arrow to move through the ICMP messages sent by your computer. 
5. Which fields in the IP datagram always change from one datagram to the next 
within this series of ICMP messages sent by your computer?
6. Which fields stay constant? Which of the fields must stay constant? Which fields 
must change? Why?
7. Describe the pattern you see in the values in the Identification field of the IP 
datagram
Next (with the packets still sorted by source address) find the series of ICMP TTLexceeded replies sent to your computer by the nearest (first hop) router.
8. What is the value in the Identification field and the TTL field?
9. Do these values remain unchanged for all of the ICMP TTL-exceeded replies sent 
to your computer by the nearest (first hop) router? Why?
Fragmentation
Sort the packet listing according to time again by clicking on the Time column.
10. Find the first ICMP Echo Request message that was sent by your computer after 
you changed the Packet Size in pingplotter to be 2000. Has that message been 
fragmented across more than one IP datagram? [Note: if you find your packet has 
not been fragmented, you should download the zip file 
http://gaia.cs.umass.edu/wireshark-labs/wireshark-traces.zip and extract the ipethereal-trace-1packet trace. If your computer has an Ethernet interface, a packet 
size of 2000 should cause fragmentation.3]
11. Print out the first fragment of the fragmented IP datagram. What information in 
the IP header indicates that the datagram been fragmented? What information in 
the IP header indicates whether this is the first fragment versus a latter fragment? 
How long is this IP datagram?
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No. Time Source. Destination Protocol  Length Info

1o.00000  152.168.100.140  74.125.200.104  IoW  70[Ech (ping) request 19-6X0001; Seqei3Sed/Sies; YEIZEY (7o Tesponse Toundl)
2o0.050061  152.168.100.140  74.125.200.108 IR 70 Echo (ping) request  id-0x000l, seq-12565/5425, TEl-2s (no response found!)
3000041 192.165.100.140  74.125.200.104  IG® 70 Echo (ping) request id-ox000l, seq-12566/3681, trl-2 (reply in 4)
40.14286  74.125.200.106  192.166.100.140 I 70 Echo (ping) reply  id-0x0o0l, seq-12566/5681, TEl-100 (request in 3)
50.93095  Humeile 10:ad:12  Broadeast e 42 4o has 192.168.106.1322 Tell 192.168.106.1

61.13593  152.168.100.140  74.125.200.106 I 70 Echo (ping) request id-0x0eel, seq-12567/5937, tel-2ss (reply in 7)
7106027 74.125.200.106  192.166.100.140 I 70 Echo (ping) reply  id-0x00l, seq-12567/5937, tEl-i0o (request in 6)
5116042 192.165.100.180 74125200108 NP 70 icho (ping) request id-0x0osi, seq-12568/6193, ttl-l (no response found!)

Frame 1: 78 bytes on wire (568 bits), 78 bytes captured (568 bits) on interface \Device\NPF_{9C28F186-C3E5-4383-A383-F794E2DF4BFE}, id 6
Ethernet II, Src: LiteonTe_c7:dc:6f (3c:a8:67; 0f), Dst: HuaweiTe_10:ad:12 (do:ef:cl: 12)
¥ Internet Protocol Version 4, Src: 192.168.160.148, Dst: 74.125.200.104
0100 ... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS0, ECN: Not-ECT)
Total Length: 56
Identification: @xcds4 (503¢8)
Flags: exee
© 0000 0000 0000 = Fragment Offset: 0
Time to Live: 27
Protocol: ICHP (1)
Header Checksum: @xa326 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.16.100.140





