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A. nslookup
1. Run nslookup to obtain the IP address of a Web server in Asia. What is the IP address of that server?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
Analisis:
Saya sengaja menggunakan dns server dari google terlihat server yang saya miliki tertulis dns.google dan dilengkapi address: 8.8.8.8, Lantas pertanyaannya apa ip address web server di asia yang saya tuju yaitu server dengan nama detik.com dengan dua address 103.49.221.211 dan 203.190.242.211

2. Run nslookup to determine the authoritative DNS servers for a university in Europe.
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

Analisis:
Sama seperti soal nomor 1 server yang digunakan adalah dns server dari google, serta DNS servers untuk sebuah universitas di eropa memiliki IP address 36.86.63.182.

3. Run nslookup so that one of the DNS servers obtained in Question 2 is queried for the mail servers for Yahoo! mail. What is its IP address?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

Analisis:
IP address dari mail server adalah 18.0.72.3

B. Tracing DNS with Wireshark

4. Locate the DNS query and response messages. Are then sent over UDP or TCP? 
[image: ]
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
Analisis:
Dikirim melalui UDP



5. What is the destination port for the DNS query message? What is the source port of DNS response message?

Analisis:
Dengan acuan gambar di soal nomor 2, dapat dipastikan bahwa Port destination DNS query message dan source port DNS Response message adalah 53.

6. To what IP address is the DNS query message sent? Use ipconfig to determine the IP address of your local DNS server. Are these two IP addresses the same?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

Analisis:
Itu dikirim ke 192.168.1.1, yang merupakan alamat IP dari salah satu server DNS lokal saya.

7. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain any “answers”?

Analisis:
Type dari DNS Query adalah type A yang berarti tidak mengandung isi didalamnya.

8. Examine the DNS response message. How many “answers” are provided? What do each of these answers contain?

[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

9. Consider the subsequent TCP SYN packet sent by your host. Does the destination IP address of the SYN packet correspond to any of the IP addresses provided in the DNS response message?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
Analisis:
Keduanya memiliki kesamaan IP Address.

10. This web page contains images. Before retrieving each image, does your host issue new DNS queries?

Analis: Tidak.



















11. What is the destination port for the DNS query message? What is the source port of DNS response message?
· DNS Query Message

[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
[image: Sebuah gambar berisi meja

Deskripsi dibuat secara otomatis]
[image: Sebuah gambar berisi meja

Deskripsi dibuat secara otomatis]

· DNS Response Massage
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

Analisis:
Berdasarkan gambar diatas, dapat dipastikan bahwa Port destination DNS query message dan source port DNS Response message sama sama memiliki port 53.

12. To what IP address is the DNS query message sent? Is this the IP address of your default local DNS server?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

Analisis:
Itu dikirim ke 10.210.65.0 yang bisa kita lihat dengan perintah ipconfig –all tangkapan layar, tangkapan layer tersebut adalah server DNS lokal default.

13. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain any “answers”?

Analisis:
Type dari DNS Query adalah type A yang berarti tidak mengandung isi didalamnya.

14. Examine the DNS response message. How many “answers” are provided? What do each of these answers contain?

[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

15. Provide a screenshot.

Now repeat the previous experiment, but instead issue the command:
nslookup –type=NS mit.edu
Answer the following questions5 :

16. To what IP address is the DNS query message sent? Is this the IP address of your default local DNS server?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
[image: ]

Analisis:
IP address DNS Query message dan default local address DNS Server memiliki IP address yang sama, yaitu 192.168.1.24, bisa dibuktikan dengan mengetikan perintah ipconfig /all diterminal perangkat yang digunakan.

17. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain any “answers”?
Analisis:
Hasil DNS Query adalah NS yang berarti itu tidak ada jawaban.

18. Examine the DNS response message. What MIT nameservers does the response message provide? Does this response message also provide the IP addresses of the MIT namesers?
[image: ]

19. Provide a screenshot

Now repeat the previous experiment, but instead issue the command:
nslookup 

www.aiit.or.kr bitsy.mit.edu
Answer the following questions6:

20. To what IP address is the DNS query message sent? Is this the IP address of your default local DNS server? If not, what does the IP address correspond to?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]

[image: ]

Analisis:
IP address DNS Query message dan default local address DNS Server memiliki IP address yang sama, yaitu 192.168.1.24, bisa dibuktikan dengan mengetikan perintah ipconfig /all diterminal perangkat yang digunakan.

21. Examine the DNS query message. What “Type” of DNS query is it? Does the query message contain any “answers”?
[image: ]

Analisis:
Type A, hal ini sama seperti sebelumnya yaitu tidak ada jawaban yang dihasilkan.

22. Examine the DNS response message. How many “answers” are provided? What does each of these answers contain?
[image: ]
23. Provide a screenshot
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15301221 192.168.1.6 239.255.255.250 207 H-SeARCH * HITP/1.1
163.557115  192.168.1.24 18.0.72.3 ous 82 Standard query 00001 PTR 3.72.6.18.in-addr.arpa
173.68409  18.6.72.3 192.168.1.24 o 169 Standard query response 0x0601 PTR 3.72.0.15.in-add
owsem s 18.6.72.3 o 74 Standard query 0002 A way.alit.or k-
193.703208  18.6.72.3 192.168.1.24 ous 90 Standard query response Gx002 A wav.aiit.or.kr A 5
20371078 192.168.1.2¢ 18.0.72.3 ous 74 Standard query 0x0603 AMAA vane.abit.or.kr
2140238 13216816 239.255.255.250  SSOP 212 M-SEARCH * HTTP/1.1
Franme 18: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \DeviceWPF {3} 52 06 fa 24 09 3 3 30
Ethernet. 11, Src: LiteonTe_c7:dc:0f (3c:a0:67:c7:dc:0f), Dst: Fiberhon_2d:09:e8 (84:06:fa:2d:05) 00 3c 4d 05 00 00 80 11
Vv Internet Protocol Version 4, Src: 192.168.1.24, Dst: 18.0.72.3 48 03 f8 3d 00 35 00 28
9108 .... = Version: 4 90 20 60 06 00 60 03 77
6F 72 02 6 72 00 00 01

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS0, ECN: Not-ECT)
Total Length: 60
Identification: @xddes (19718)
000, .... = Flags: oxo
© 0000 0000 0000 = Fragment Offset: 0
Time to Live: 128
Protocol: UDP (17)
Header Checksum: @xdle? [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.24
Destination Address: 18.0.72.3
User Datagram Protocol, Src Port: 63549, Dst Port: 53
Domain Name System (query)
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153.00221  192.165.1.6 239.255.255.250.  SSP 217 H-SEARCH * HTTP/1.1
163557115 152168124 15,0723 ous 52 Standard query 6x0001 PTR 3.72.0.18.in-ad
360005 18.0.72.3 192.168.1.2¢ DIS 109 Standard query response Gx0e1 PTR 3.72.0
o moeew s 10723 oS 7 Standard query €x0602 A wnw.aiit.or kr

193.7008  18.0.72.3 192.268.1.20 os 9 Standard
2037078 192168126 15,0723 ous 7 Standard
2 seme 19206816 239.255.255.25 _ Ss0p 212 W-SEARCH * HTTP/1.1

© 0000 600 0000 = Fragnent Offsct: © ~|[e0c o466 fa2a o0
Tine o tiver 128 c10 o6 3¢ 4d 05 0
Protocl: WP (17) = EEE
Header Checksum: @xd1e7 [validation disabled] - A

[Header checksum status: Unverified]
Source Address: 192.168.1.24
Destination Address: 18.0.72.3
> User Datagram Protocol, Src Port: 63549, Dst Port: 53
~ Domain Name System (query)
Transaction ID: €x0002
> Flags: 0x0100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
v queries
¥ ww.aiit.or.kr: type A, class IN
Name: www.aiit.or.kr
[Name Length: 14]
[Label Count: 4]
Type: A (Host Address) (1)
Class: IN (exeoo1)
Response In: 19 .
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v Answers
ww.aiit.or.kr: type A, class IN, addr 58.229.6.225
[Request In: 18
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dofan@DESKTOP-MBTO9M9 MINGW64 ~/Desktop
S nsTookup detik.com
Non-authoritative answer:

Name:  detik.com
Addresses:  103.49.221.211
203.190.242.211
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$ nslookup -type=NS voi.gr
Non-authoritative answer:

Server:
ddress:

voi.gr

ar

dns. google
5.5.5.5

nternet address = 36.86.63.182

primary name server = grdns.ics.forth.or
responsible mail addr = hmaster-info.ics.forth.gor
serial = 2211300391

refresh = 3600 (1 hour)

retry =180 (3 mins)

expire = 5184000 (60 days)

default TTL = 1800 (30 mins)
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[dofan@DESKTOP-MBTOSM9 MINGW64 ~/Desktop
s nslookup mail.yahoo. com bitsy.mit.edu
Non-authoritative answer

Server: bitsy.mit.edu

Address: 18.0.72.3

106.10.236.37
119.161.10.12
119.161.10.11
106.10.236.40
Aliases: mail.yahoo.com
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23 2.746225 13.107.246.59 10.210.65.0 60 443 - 7394 [ACK] Seq=1 Ack=1 Win-16351 Len=0.

253.005160 Cisco_c2:5a:60 Broadcast 8P 60 Gratuitous ARP for 10.210.110.34 (Reply)

- 263384 10.210.65.0 115.95.44.10 ons 72 Standard query OxGAFF A waw. ietF.org

| 27342553 1e.210.65.0 115.95.44.100 ons 72 Standard query @x64Ff A waw. ietf.org

L 2s3sesess 118954010 10.210.65.0 ons 149 Standard query response OxG4F A ww. ictF.org CHANE . ictf.
293.569251  10.210.65.0 115.95.44.10 ons 34 Standard query @xcfe9 A nav-edge.smartscreen.microsoft. com
303.59209  115.95.44.10 10.210.65.0 ons 234 Standard query response @xcfa9 A nav-edge. smartscreen.microse

Frame 267 72 bytes on wire (376 bits), 72 bytes captured (76 bits) on interface \Device\WPF_{3] S0 05 ac dd 4c 3c a8 &7 7 dc
v Ethernet II, Src: LiteonTe_c (3¢ c (30:Fb:06:ac:dd 00 3a ed 22 00 00 50 11 5 42 0a
Destination: HuaneiTe_ae:dd:dc (80:7br08:se:ddidc) 2200 cb 8900 35 00 25 be 60 o
Source: LiteonTe c7:der0f (3¢:00:67:c7:dc10) o 0 00 00 00 00 03 77
Type: Thua (ex0530)
Internet Protocol Version 4, Src: 10.210.65.0, Dst: 118.95.44.10
User Datagram Protocol, Src Port: 52165, Dst Port: 53
~ bomain Nane System (query)
Transaction T0; Gx6aTr
© Flags: 60100 Standard query
Response: Message is @ query
 Standard query (©)
Hessage is not truncated

Recursion desired: Do query recursively
reserved (@)
Non-authenticated data: Unacceptable

Question:
Answer RRs: @
Authority RRs: @
Additional RRs: @
v Queries
. ietf . ory
Response I

type A, class T
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