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1. ICMP dan Ping
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Questions:
1. What is the IP address of your host? What is the IP address of the destination host? 
=> IP address milik perangkat saya yang melakukan request adalah 192.168.30.84
=> IP address milik host tujuan adalah 143.89.12.134
2. Why is it that an ICMP packet does not have source and destination port numbers?
Paket ICMP tidak memiliki nomor port sumber dan tujuan karena dirancang untuk mengkomunikasikan informasi lapisan jaringan antara host dan router, bukan antara proses lapisan aplikasi. Setiap paket ICMP memiliki 'Type' dan 'Code'. Kombinasi Jenis/Kode mengidentifikasi pesan tertentu yang diterima. Karena perangkat lunak jaringan itu sendiri menafsirkan semua pesan ICMP, tidak ada nomor port yang diperlukan untuk mengarahkan pesan ICMP ke proses lapisan aplikasi.


[image: ]3. Examine one of the ping request packets sent by your host. What are the ICMP type and code numbers? What other fields does this ICMP packet have? How many bytes are the checksum, sequence number and identifier fields?












=> ICMP Type: 8
=> Code Numbers: 0
Paket ICMP juga memiliki checksum, pengenal, nomor urut, dan bidang data. Bidang checksum, nomor urut, dan pengenal masing-masing dua byte.

4. Examine the corresponding ping reply packet. What are the ICMP type and code numbers? What other fields does this ICMP packet have? How many bytes are the checksum, sequence number and identifier fields?
[image: Sebuah gambar berisi meja

Deskripsi dibuat secara otomatis]







=> ICMP Type: 0
=> Code Numbers: 0
Paket ICMP juga memiliki checksum, pengenal, nomor urut, dan bidang data. Bidang checksum, nomor urut, dan pengenal masing-masing dua byte.

2. ICMP dan Traceroute
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5. What is the IP address of your host? What is the IP address of the target destination host? 
=> IP address milik perangkat saya yang melakukan request adalah 192.168.30.84
=> IP address milik host tujuan adalah 128.93.162.83
6. If ICMP sent UDP packets instead (as in Unix/Linux), would the IP protocolnumber still be 01 for the probe packets? If not, what would it be?
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7. Examine the ICMP echo packet in your screenshot. Is this different from the ICMP ping query packets in the first half of this lab? If yes, how so?
Paket gema ICMP memiliki bidang yang sama dengan paket kueri ping.
8. Examine the ICMP error packet in your screenshot. It has more fields than the ICMP echo packet. What is included in those fields?
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Paket kesalahan ICMP tidak sama dengan paket kueri ping. Ini berisi header IP dan 8 byte pertama dari paket ICMP asli yang menjadi penyebab kesalahan.
[image: ]9. Examine the last three ICMP packets received by the source host. How are these packets different from the ICMP error packets? Why are they different?










Tiga paket ICMP terakhir adalah tipe pesan 0 (echo reply) daripada 11 (TTL kedaluwarsa). Mereka berbeda karena datagram telah sampai ke host tujuan sebelum TTL kedaluwarsa.


10. Within the tracert measurements, is there a link whose delay is significantly longer than others? Refer to the screenshot in Figure 4, is there a link whose delay is significantly longer than others? On the basis of the router names, can you guess the location of the two routers on the end of this link?
[image: Sebuah gambar berisi teks

Deskripsi dibuat secara otomatis]
Pada baris nomor 7 sampai dengan 10 merupakan representasi jaringan yang dilalui untuk dapat ke host tujuan, dimana pada jaringan itu hasil traceout adalah rto berarti ada yang error pada jaringan itu sehingga untuk melawati dan mencapai jaringan yang lainnya menjadi jauh dan membutuhkan waktu yang lama, jadi baris nomor 7 sampai dengan 10 adalah jaringan yang menghambat/menunda waktu cukup lama untuk menuju jaringan utama.
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No. Time Source Protocol  Length Info ~

11 1.572274 192.168.30.1 192.168.30.132 pe ] 7@ Echo (ping) request 5eq=47645/7618, tt1=255 (no response found!)

28 2.571050 192.168.30.1 192.168.30.132 pe ] 7@ Echo (ping) request 5eq=55325/7648, tt1=255 (no response found!)

44 3.578724 192.168.30.1 192.168.30.132 pd 7@ Echo (ping) request s5eq=57373/7648, tt1=255 (no response found!)
™ 141112.643895 192.168.30.84 143.89.12.134 IcHP 74 Echo (ping) request 5eq=14/3584, tt1=128 (reply in 146)

16 12.70a625 143.89.12.134 192.168.30.54 o 74 Echo (ping) reply Seq=14/3584, tt1-53 (request in 141)

155 13.648766 192.168.30.84 143.89.12.134 o 74 Echo (ping) request Seq-15/3840, tt1-128 (reply in 156)

156 13.709104 143.89.12.134 192.168.30.84 o 74 Echo (ping) reply 4153 (request in 155)

254 14.652458 192.168.30.84 143.89.12.134 o 74 Echo (ping) request 41128 (reply in 255)

255 14.712523 143.89.12.134 192.168.30.84 o 74 Echo (ping) reply Seq=16/4096, t1-53 (request in 254)

263 15.660425 192.168.30.84 143.89.12.134 o 74 Echo (ping) request Seq-17/4352, tt1-128 (reply in 264)

264 15.720646 143.89.12.134 192.168.30.84 pe ] 74 Echo (ping) reply seq=17/4352, ttl=53 (request in 263)

271 16. 666480 192.168.30.84 143.89.12.134 o 74 Echo (ping) request Seq-18/4608, tt1-128 (reply in 272)

272 16.726640 143.89.12.134 192.168.30.84 o 74 Echo (ping) reply Seq=18/4508, tt1=53 (request in 271)

279 17.673428 192.168.30.84 143.89.12.134 o 74 Echo (ping) request 41128 (reply in 280)

280 17.733461 143.89.12.134 192.168.30.84 o 74 Echo (ping) reply 41253 (request in 279)

287 18.678800 192.168.30.84 143.89.12.134 o 74 Echo (ping) request 41128 (reply in 289) .
» Frame 141: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF]| 9000 2c c8 1b 12 f4 98 bc 5f f4 35 e9 6f 08 00 45 60 _ *5-0--E
 Ethernet II, Src: ASRockIn_35:e9:6F (bc:5f:4:35:9:6F), Dst: Routerbo_12:¥4:98 (2cic8:1b:12:4| U010 89 3c 16 48 00 00 80 @1 a9 a5 c@ a8 le 54 8F 59 <@ TY
> Internet Protocol Version 4, Src: 192.168.30.84, Dst: 143.89.12.134 6026 @c 86 68 00 4d 4d 00 01 00 Oc 61 62 63 64 65 66 . abcdef
4 Internet Control Message Protocol 2030 67 68 69 6a 6b 6c 6d 6e 6Ff 7@ 71 72 73 74 75 76 ghijklmn opgrstuv.

040 77 6162 63 64 65 66 67 68 69 wabcdeg hi

Type: 8 (Echo (ping) request)
Code: @
Checksum: @x4dad [correct]
[Checksun Status: Good]
Tdentifier (BE): 1 (6x8661)
Tdentifier (LE): 256 (6x6168)
Sequence Number (BE): 14 (exe00e)
Sequence Number (LE): 3584 (0x0200)
Response frame: 146°

b Data (32 bytes)
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1 1.572274 192.168.30.1 192.168.30.132 e 76 Echo (ping) request ££1-255 (no response found!)
28 2.571050 192.168.30.1 192.168.30.132 e 76 Echo (ping) request 5eq=55325/7640, £t1=255 (no response found!)
44 3.578724 192.168.30.1 192.168.30.132 e 76 Echo (ping) request 5eq=57373/7648, 1255 (no response found!)
> 141 12.643895 192.168.30.84 143.89.12.134 cHe 74 Echo (ping) reguest Seq=14/3584, tt1-128 (reply in 146)
146 12.704625 143.89.12.134 197.168.30.54 TcHe 74 Echo (ping) reply Seq=14/3584, EE1=53 (request in 141) .

» Frame 146: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF|| 0000 bc 5 4 35 e9 6 2c c8 1b 12 74 98 68 68 45 68
b Ethernet II, Src: Routerbo_12:74:98 (2c:cB: ), Dst: ASRockIn_35:e9:6F (bc:SF: 2010 @0 3¢ 09 03 00 00 35 01 01 &3 §F 59 6c 86 O a8
b Internet Protocol Version 4, Src: 143.89.12.134, Dst: 192.168.30.54 @020 1e 54 60 61
4 Internet Control Message Protocol eeze 6d 6e

oea0

Type: @ (Echo (ping) reply)
Code: @
Checksum: @xss4d [correct]
[Checksun Status: Good]
Tdentifier (BE): 1 (6x8661)
Tdentifier (LE): 256 (6x6168)
Sequence Number (BE): 14 (exe00e)
Sequence Number (LE): 3584 (0x0200)
IRequest frame: 141
[Response time: 60.730 ms]

b Data (32 bytes)
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1
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race complete.
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Am @ BRE ] &= ®QQ Qi
A [icmp ] -]+
No. Time Source Destination Protocol  Length Info =~
50 4.651612 192 128.93.162.83 1cHP 106 Echo (ping) request id=0x0@01, seg=149/38144, ttl=1 (no response found!) —
rasponse found! ) =
rasponse found! ) =
rasponse found! )
rasponse found! ) =
rasponse found! ) =
rasponse found! ) =
571052 130.119.57 16530 =]
672245 165.50.54 93.162.53 TCHp (ping) request  ic-0x000l, sea response found!) v
Frane 50: 106 bytes on wire (843 bits), 106 bytes captured (48 bits) on interface \Device\lP TCCE 16 12 74 95 b 5% 4 35 €9 6 6 06 45 68 TTEETE
Ethernet II, Src: ASRockIn_35:e9:6F (bciSFifd:35:e9:6F), Dst: Routerbo_12:74:98 (2c:cB:1b:12 00 5 15 32 00 00 01 01 22 c2 co a8 le 54 50 50 \-2 1B
Internet Protocol Version 4, Src: 192.168.30.84, Dst: 128.93.162.83 o020 a2 53
4 {Enternet Control fiessage Protocol 0030
Type: 8 (Echo (ping) request) 0040
Code: @ eose
o0c0

Checksum: 0xF769 [correct]
[Checksun Status: Good]

Tdentifier (BE): 1 (6x0001)
Tdentifier (LE): 256 (x0100)
Sequence Number (BE): 149 (6x0095)
Sequence Number (LE): 38144 (8x9500)
[No response seen]

Data (64 bytes)
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*Ethernet

Copture  Analyze Stafistics Telephony  Wireless  Tools Help

ﬁ@.@ ReEE=ZF & ®QQ Qi
BE )+
Time Source Destination Protocol  Length Info ~
50 4.651612 192.168.30.84 128.93.162.83 pd 106 Echo (ping) request 1d=x0001, seq=149/38144, ttl=1 (no response found!)

52 4.65259 152.165.50.54. 125.93.162.83 IcHP. 106 Echo (ping) request i response found!) v
Frame 51: 134 bytes on wire (1672 bits), 134 bytes captured (1672 bits) on interface \Device\l {5990 bC 5% 74 35 €3 67 2¢ CB TS E
Ethernet II, Src: Routerbo_1 (2¢:¢8:1b: ), Dst: ASRockIn_3: (be:5F:7a: o010 00 78 o1 xa-e

Internet Protocol Version 4, Src: 192.168.30.1, Dst: 192.168.30.54 0020 1e 54
Internet Control Message Protocol 830
Type: 11 (Time-to-live excesded) oede
Code: @ (Time to live exceeded in transit)
Checksum: 6xF4%¢ [correct]
[Checksum Status: Good]
Unused: 00000000
© Internet Protocol Version 4, Src: 192.168.30.84, Dst: 126.93.162.83
4 Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: 6x769 [unverified] [in ICHP error packet]
[Checksum Status: Unverified]
Tdentifier (BE): 1 (x0001)
Tdentifier (LE): 255 (ex8100)
Sequence Number (BE): 149 (0x0695)
Sequence Number (LE): 38144 (ex9500)
» Data (s4 bytes)
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Am 20 LBRERe=2=F I[E x|
Aicmp. }

s Protocol  Length Info.

3 Time. Source.

656 64.376127 192.165.30.54. 125.93.162.53 TCHP 106 Echo (ping) request id=0x0001, seq=193/43408, tt1=15 (no response found!)
- 663 65.384964. 192.168.30.84. 125.93.162.53 TP 166 Echo (ping) request. 5eq-194/49664, ttl-16 (reply in 665)
65 65.561424 35.53.162.53 192.165.50.54 TP 106 Echo (ping) reply Seq-194/49664, Tt1=47 (request in 663)
666 65.562347 152.165.56.54 125.93.162.83 QP 166 Echo (ping) request Seq-195/49920, ttl-16 (reply in 668)
665 65.738952 125.93.162.83 192.165.30.54 el 106 Echo (ping) reply 5eq=195/49920, tt1=47 (request in 666)
669 65.740340 192.165.30.54 125.93.162.83 el 166 Echo (ping) request 5eq=196/50176, ttl=16 (reply in 670)
L 670 65.016355 125.93.162.83 192.168.36.84. el 106 Echo (ping) reply 5eq=196/50176, tt1=47 (request in 669)

BE5FF S
@0 5c 71 99

5¢7CE 16 13 ¥4 58 68 66 45 66
2F 61 15 5b 80 5 a2 53 c@ a8

Frame 665: 106 bytes on wire (848 bits), 106 bytes captured (848 bits) on interface \Device\Nf
Ethernet II, Src: Routerbo_l: (2c:c8:1b: 98), Dst: ASRockIn_3: (bc:5F:F4:
Internet Protocol Version 4, Src: 128.93.162.83, Dst: 192.168.30.84 54 00 00
Internet Control Message Protocol aaiee o
Type: © (Echo (ping) reply) colaee
Code: @
Checksum: @xFf3c [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@001)
Identifier (LE): 256 (@x@10@)
Sequence Number (BE): 194 (@x8@c2)
Sequence Number (LE): 49664 (@xc200)
IRequest frame: 663
[Response time: 176.460 ms]
» Data (64 bytes)
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